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What do you consider a cellular device?

• Cell phones

• Tablets

• Smart watches

• Air-cards & hot-spots

• Surveillance cameras

• Internet of Things (IoT)

• Wi-fi in vehicles

• OnStar
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What data is available from a cellular device?
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Cellular phone data can come in many forms

• Call logs

• Text messages

• Pictures / videos

• Financials

• App communications

• Contacts

• Geo-location information

• Search history

• Internet history

• Emails
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Only seeing half the puzzle…

• Call logs

• Text messages

• Pictures / videos

• Financials

• App communications

• Contacts

• Geo-location information

• Search history

• Internet history

• Emails
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Cellular carrier records

• Subscriber information

• Account notes

• Payment & purchase records

• Call/communication detail records

• Incoming/outgoing call detail

• Incoming/outgoing text detail

• Cell site detail

• Network Event Location System (NELOS)

• Voicemails

• Text message content

• Data usage records
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https://www.itrelease.com/
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_”

Legal Process

…because cellphones are such a pervasive part 

of life “that carrying one is indispensable to 

participation in modern society,” it can’t really be 

said that a cellphone user is voluntarily sharing 
information about his location with his carrier.

Amy Howe, Opinion analysis: Court holds that police will generally need a warrant for sustained cellphone location information (Updated), 

SCOTUSblog (Jun. 22, 2018, 6:01 PM), http://www.scotusblog.com/2018/06/opinion-analysis-court-holds-that-police-will-generally-need-a-warrant-for-cellphone-location-information/ 

Chief Justice John Roberts; Carpenter v U.S. (2018)

“
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But who to serve?
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But who to serve?
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Step 1: Preservation

But who to serve?

https://www.search.org/resources/isp-list
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Step 1: Preservation

Data Verizon Wireless AT&T Sprint T-Mobile US Cellular

Subscriber 
Information

Contact Collision Analytics 
for additional details

(815) 260-3721

Call History

Call History 
Locations

SMS Content

Tower Dumps

Range to Tower
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Step 2: Legal Threshold

Subpoena

Grand 
Jury

District 
Attorney

Civil 
Subpoena

Court 
Order

Search 
Warrant

Title-18          
(18 CFR § 2703)

Civil Court 
Order 
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Step 2: Legal Threshold

Subpoena

Subscriber 
Information

Account 
Notes

Payment 
Information

Call Detail 
Records

SMS 
Content*

Voicemails*

Data Usage

Court 
Order

Subscriber 
Information

Account 
Notes

Payment 
Information

Call Detail 
Records

SMS 
Content

Voicemails

Data Usage

LOCATION 
DATA

Probable cause 
based                    

court order
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Step 3: Service

Search warrant timeline

MVNO’s & Roaming

Method

Receipt of records
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Follow Best Practices

Chain of Custody

Email preservation

Original documents

Certification of Records
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Subscriber Information & Account Notes

Call Detail Records (CDRs)

Phone

SMS

Data Sessions

NELOS

Cell Site List

Interpretation Key
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What is possible?

Obtain payment / purchase location

Confirm / discredit statements

Pattern analysis

Contact frequency

Adding / eliminating associates

“Hole” analysis

Cell site analysis
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Effects on cellular connection

Distance

Obstructions

Topography

Maintenance

Network Load

Cellular devices will 
most often connect to 
the cellular site with 
the strongest signal.
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Effects on cellular connection

Distance

Obstructions

Topography

Maintenance

Network Load
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Effects on cellular connection

Distance

Obstructions

Topography

Maintenance

Network Load
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Signal Handoff

A B
C
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Toggling

A B
C

Copyright 2021 - Collision Analytics LLC 

- ALL RIGHTS RESERVED



CA2RS

2021 Cell Site Analysis

Cellular Sites
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Cellular Sites
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Site Detail
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Mapping – Antenna azimuth: 0°, 120°, 240°
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Mapping – Antenna azimuth: 0°, 120°, 240°
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Mapping

Sector A

Sector B

Sector C
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Mapping
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Mapping

Sector B
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Propagation Maps
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Software

CastViz
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Software
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Method
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Cell Site Analysis
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Can’t we be more accurate?

Ranging Data

Per Call Measurement Data - Sprint / US Cellular

Round Trip Time (RTT) - Verizon

True Call - T-Mobile

1. Locate the cellular site

2. Determine the sector

3. Distance from tower, ± 0.1 mile
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Sector A

Sector BSector C
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Sector A

Sector B

Sector C

RTT Radius: 
1.2 mi
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Sector A

Sector B

Sector C

RTT Radius: 
1.2 mi

± 0.1 mile
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•Don’t forget to adjust time zones

•Don’t overstate the accuracy of the records

•Don’t forget to account for handoff

•Don’t report the location of the user

•Do account for antenna direction

•Do confirm presence of a cell site

•Do confirm realistic movements/speeds

•Do get more training
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Training

Federal Bureau of Investigation’s
Cellular Analysis Survey Team (CAST)

Breck McDaniel
Austin, TX

Best Practices
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Andrew W. Thomas
andrew@collisionanalyticsllc.com

andrew.thomas@northwestern.edu
(815) 260-3721
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The End

Cellular Site Analysis
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